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1. Introduction 

At Message50, your privacy is a priority. This Privacy Policy explains how we collect, 
use, and protect your information when you use our web-based messaging platform, 
which employs end-to-end encryption (E2EE) to ensure your communications remain 
private. 

By using the Service, you consent to the collection and use of your information in 
accordance with this Privacy Policy. 

 

 

2. Information We Collect 

We collect the following types of information: 

● Personal Information: To create and authenticate your account, we may collect 
your email address, phone number, or other personal details. 
 

● Metadata: We may collect technical metadata, such as the type of browser you 
are using, your device information, and usage statistics for analytical purposes. 
 



● Ephemeral Data: All messages, files, and authentication data are temporarily 
stored on our servers and are automatically deleted after the set retention period. 
 

 

3. How We Use Your Information 

We use your information for the following purposes: 

● To Provide the Service: To authenticate your account and enable encrypted 
communication between you and other users. 
 

● To Improve the Service: To analyze metadata and usage trends in order to 
enhance the functionality and performance of the Service. 
 

● For Legal Compliance: To comply with applicable laws or to respond to legal 
requests, such as court orders or subpoenas. 
 

 

4.  How We Handle Your Information 

● End-to-End Encryption: All data transmitted through the Service (messages, files) 
is encrypted using end-to-end encryption. This means we cannot decrypt or access the 
content of your communications. 
 

● Ephemeral Storage: Data is stored temporarily and automatically deleted after a 
specified period. We do not retain backups of any user content. 
 

● Secure Transmission: All data transmitted between your web browser and the 
Service is encrypted via SSL/TLS to protect against interception. 
 

5. Sharing of Information 

We do not sell, trade, or rent your personal information. We will only share your 
information in the following cases: 

● Legal Requests: If required by law or in response to valid legal requests, we may 
disclose your data to authorities. 
 

● Third-Party Services: We may use third-party services for technical purposes 
(e.g., cloud storage, authentication), and these services may have access to your data. 
However, they are prohibited from using your data for any purpose other than as 



necessary to provide the Service. 
 

6. Data Retention 

● Ephemeral Data: All messages, files, and authentication data are stored 
temporarily and deleted after the retention period has expired. 
 

● Account Deletion: If you choose to delete your account, all data associated with 
it will be permanently erased from our servers. 
 

 

7. User Rights 

You have the following rights regarding your data: 

● Access: You can request access to the data we hold about you at any time. 
 

● Correction: You can request that we correct any inaccuracies in your personal 
data. 
 

● Deletion: You can request the deletion of your account and all associated data at 
any time. Once deleted, all data is permanently erased. 
 

● Data Portability: If applicable, you can request to receive your personal data in a 
structured, machine-readable format. 
 

 

8. Cookies and Tracking Technologies 

We use cookies and similar technologies to improve your experience and manage 
sessions. Cookies are small text files stored on your device. These technologies help 
us: 

● Authenticate users. 
 

● Manage sessions. 
 

● Remember user preferences. You can manage cookie preferences through your 
browser settings, but disabling cookies may affect your ability to use some features of 
the Service. 
 



9. International Data Transfers 

Your data may be transferred to and stored in a country other than your own. By using 
the Service, you consent to the transfer and storage of your data in accordance with this 
Privacy Policy. 

 

10. Changes to This Privacy Policy 

We may update this Privacy Policy from time to time. When we make significant 
changes, we will post the updated policy on this page with an updated revision date. By 
continuing to use the Service after changes to this Privacy Policy, you consent to the 
updated terms. 

 

11. Contact Information 

For any questions or concerns about this Privacy Policy or to exercise your rights, 
please contact us at devs.message50@gmail.com. 
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